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2 x Ethernet-nopTtun 10/100 Mbps, Wi-Fi 4 RS232 ons nocnigoBHOro 3B'A3Ky
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802.1b/g/n (Wi-Fi 4), Touka gocTtyny (AP), ctaHuis (STA)
WPA2-Enterprise: PEAP, WPA2-PSK, WPA-EAP, WPA-PSK, WPA3-SAE, WPA3-EAP, OWE;

AES-CCMP, TKIP, pexxvmMmun aBToMaTUYHOro WndpyBaHHA, po3aineHHs knieHTis, EAP-TLS i3 ceptudikatamu
PKCS#12, BAMKHEHHs1 aBTOMaTUYHOro NOBTOPHOro nigkntoyeHHsi, 802.1w Protected Management Frames (PMF)

MpuxoBaHun pexxum SSID Ta KoHTponb gocTtyny 3a MAC-agpecoto
o 50 ogHoOYacHMUX NiaKItoYeHb

BesppoToBa mesh-mepexa (802.11s), weuakuin poyminr (802.11r), Relayd, kepyBaHHsi nepexofom
BSS (802.11v), BumMiptoBaHHs pagiopecypcis (802.11k)

Cn1coK J03BOMEHMX, CMIMCOK 3a6/T0KOBaHNX

lMicna ckaHyBaHHS KOPUCTYBay aBTOMAaTMYHO MiJKMOYUTLCS A0 Ballol MepeXi 6e3 BBeAeHHS AaHuX
0N BXoQy

MepepaBaHHsa cTopiHKKM Bxoay Wi-Fi-xoTcnoTy HacTynHoOMY MifKIoYeHOMY MPUCTPOO

1x WAN-nopT 10/100 Mbps, Bignosigae ctangapTtam IEEE 802.3, IEEE 802.3u, 802.3az, niaTpumye
aBToMaTnyHe MDI/MDIX nepexpeLyeHHs

1x LAN-nopT, 10/100 Mbps, Bignosigae ctaHgaptam IEEE 802.3, IEEE 802.3u, 802.3az, niaTpumye
aBTomMaTnyHe MDI/MDIX nepexpeLyeHHs
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CTaTuyHa MaplLupyTm13aLia, AMHaMidHa MapwpyTu3auis (BGP, OSPF v2, RIP v1/v2, EIGRP, NHRP),
MapLUpyTM3aLis Ha OCHOBI MONITUK

TCP, UDP, IPv4, IPv6, ICMP, NTP, DNS, HTTP, HTTPS, SFTP, FTP, SMTP, SSL/TLS, ARP,
VRRP, PPP, PPPoE, UPNP, SSH, DHCP, Telnet, SMPP, SNMP, MQTT, Wake On Lan (WOL), VXLAN

LonomixHi 3aco6u NAT ansa npotokonis H.323 Ta SIP-alg, wo 3a6e3neyyoTb KOPEKTHY
MapLupyTusauito naketis VolP

Mepe3aBaHTaxeHHs 3a Ping, Wget Reboot, nepiognyHe nepesaBaHTa)keHHsi, LCP Ta ICMP ansa nepeBipku kaHany
MepeHanpaBneHHs NopTiB, NpaBuna Tpadiky, KOPUCTYBaLbKi MpaBuKna, HanawTyBaHHS LinboBoro TTL
Mepernsag yciei cTaTucTukm 6panHgmMmayepa, npasun i NiYNNbHUKIB NpaBun

Mepernag NopTiB NPUCTPOLO, iX YBIMKHEHHS T8 BUMKHEHHS, YBIMKHEHHSI 260 BUMKHEHHS
aBTOKOH®Irypadii, 3MiHa LWWBMAKOCTI NepefaBaHHs TOLLO

BizyanbHe Bigo6GpaXkeHHs MepeXi 3 NoKa3oM, AKi NPUCTPOI MiAKAYEHI A0 AKUX iHLUUX NPUCTPOIB

CTtaTuyHe Ta gnHamiyHe npusHayeHHs IP-agpec, DHCP-peTpaHcnsaTop, HanawTyBaHHSA
DHCP-cepBepa, cTaH, ctatnyHi opeHau: MAC i3 wabnoHamu

Mpioputesauia Tpadiky B Yeprax 3a gykepenom/npusHadyeHHsiM, Ciy>X60t0, MPOTOKOIOM abo MOPTOM,
WMM, 802.11e

MiaTpuMKa NoHag 77 cepBiCHUX NPOBanAepiB, iHWI MOXHa HanalwTyBaTN BPYYHY

Mpokci DNS over HTTPS 3a6e3neuye 6e3neyHe po3B'a3aHHs DNS-3anuTiB wnsaxom nepegasaHHs ix yepe3 HTTPS

Wi-Fi WAN, VRRP, gpoToBi BapiaHTH, KOXEH 3 IKMX MOXHa BUKOPUCTOBYBATU sIK aBTOMaTUYHE
pesepBHe NnepeMuKaHHs

Po3nogin inTepHeT-Tpadiky Mix Kinbkoma nigkntoyeHHammu WAN

Captive portal (xoTcnoT), BHyTpiWHin/30BHIWHIN RADIUS-cepBep, aBTeHTUdiKauia MAC yepes RADIUS, aBTopu3aLis
yepe3 SMS, SSO-aBTeHTU®IKaLiA, BHYTPILWHS/30BHILLHA CTOpiHKa BxoAy, walled garden, kopucTyBaLbKi CKpUNTH,

MapameTpu URL, rpynu kopucTyBauviB, iHAMBIAYaNnbHI 0OMEXEHHS AN KOpUCTyBayiB abo rpyn,
KepyBaHHS KOpucTyBayamm, 9 CTaHAapPTHMX TeM, AKi MOXHa HanalTyBaTK, a TaKoX MOXJ/IMBICTb
3aBaHTaXEHHS 1 BUBaHTaXXE€HHSA KOPUCTYBaLbKMUX TEM XOTCMNOTY

MOo>nMBICTb MOHTYBaHHSA BigganeHoi pannoBoi cuctemu Yyepes npoTokon SSH

MOHITOPUHT y peanbHOMY Yaci, rpadiku piBHSE 6€34POTOBOrO CUrHany, iCTopisi BUKOPUCTaHHA Tpadiky
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MonepeHbo po3gineHun kntoy, undposi ceptndikatn, ceptndikatn X.509, TACACS+, BHYTpILWHIN i 30BHIWHin RADIUS
aBTeHTUdIKaLia KopucTyBayis, 6710KyBaHHs IP Ta cnpo6 Bxoay, 6/10KyBaHHS BXOA4Y 3a YacoMm,
B6YOOBaHMIN reHepaTop BUNagKoBUX MNaponis

MonepepHbO HanawToBaHi NpaBuia 6paHamayepa MoXHa yBiIMKHYTU yepe3 WebUI, HeobmexeHa
KOH®irypauia 6pangmayepa yepes CLI, DMZ, NAT, NAT-T, NAT64

3axucT Big DDOS (3axucT Big SYN flood, 3ano6iraHHs atakam SSH, 3ano6iraHHs atakam HTTP/HTTPS),
3ano6iraHHsi ckaHyBaHHto nopTiB (SYN-FIN, SYN-RST, X-mas, NULL-npanopu, ataku FIN-ckaHyBaHHsIM)

PosgineHHa VLAN Ha ocHoOBI nopTiB i Teris
Cnucok 6510KyBaHHS HeGaXkaHWX BeG-CalTiB, CUCOK [03BONIEHNX ANsl BKa3yBaHHS NULLEe [O3BONIEHUX CaWTiB
"Hyu4KuI KOHTpoNb gocTyny Ao SSH, Be6-iHTepdency, CLI Ta Telnet

3acib cTBopeHHs cepTudikaTiB Aae 3amory cTBoptoBath ceptudikatn CA, cepsepa, knieHTa, Let's Encrypt, SCEP

Kinbka KnieHTiB i cepBep MOXyTb NpautoBaTv 0AHOYACHO, 27 MEeTOAIB WhdpPYyBaHHA

DES-CBC 64, RC2-CBC 128, DES-EDE-CBC 128, DES-EDE3-CBC 192, DESX-CBC 192, BF-CBC 128,
RC2-40-CBC 40, CAST5-CBC 128, RC2-64-CBC 64, AES-128-CBC 128, AES- 128-CFB 128,
AES-128-CFB1128, AES-128-CFB8 128, AES-128-0FB 128, AES-128-GCM 128, AES-192-CFB 192,
AES-192-CFB1192, AES-192-CFB8 192, AES-192-0OFB 192, AES-192-CBC 192, AES-192-GCM 192,
AES-256-GCM 256, AES-256-CFB 256, AES-256-CFB1 256, AES- 256-CFB8 256, AES-256-OFB
256, AES-256-CBC 256

XFRM, IKEV1, IKEV2, 314 meTogamu wndpysBaHHsa ans IPsec (3DES, DES, AES128, AES192,
AES256, AES128GCM8, AES192GCM8, AES256GCM8, AES128GCM12, AES192GCM12,
AES256GCM12, AES128GCM16, AES192GCM16, AES256GCM16)

TyHenb GRE, nigTpumka TyHento GRE yepes IPsec
Exk3emnnapwu knieHTa/cepBepa MOXYTb MpaLtoBaTi ogHodacHo, L2TPv3, nigTpumka L2TP yepes IPsec

Mpokci, Npu3HayeHnn ansa gopaBaHHsa GyHKUIT wndpyBaHHA TLS fo HasiBHMX KieHTIB | cepBepiB 6e3
3MiH y nporpami -Kogy

MeTtoga no6ygosu MmaclwrtaboBaHux VPN IPsec, nigTpumka ¢as 2 i 3 Ta nogginHoOro xady
MigTpumka ek3emnnsapa knieHta SSTP

MinTpumka knieHta ZeroTier VPN

MigTpumka knieHTta Ta cepsepa WireGuard VPN

Tinc 3a6e3neyye WndpyBaHHS, aBTeHTUdIKALLIO Ta CTUCHEHHS B CBOIX TyHensx. MNigTpumka
KnieHTa Ta cepBepa.

TyHentoBaHHs Ethernet yepes IP (EolP) — ue npoTtokon Ha ocHoBi GRE RFC 1701, wo cTBOptoe
TyHenb Ethernet mixx gBoma mapLupyTusaTopammu nosepx |P-3'egHaHHSA
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BacNET

MNigTpUMyBaHi pexxumm MapLpyTusaTop

MNigTpumyBaHi TUNK
3'eHaHb

IP

MigTpumka Kinbkox iHTepdencis BACnet/IP, npusHayeHHs HoMepa Mepexi, nonepeaHbo HanawToBaHi

[MapameTpu KoHOIrypauii
P P Pirypay 3anvcu BDT gna BBMD (BACnet Broadcast Management Device)

OPC UA

MigTpumyBaHi pexxmumm KnieHT, cepep

MigTpumyBaHi TMNK
3'egHaHb

TCP

Wno3 MQTT

LLinto3 Modbus

MQTT [ae 3mory Hagcmnati KoMaHam Ta OTPUMYBaTKU AaHi Big cepeepa MODBUS yepes 6pokep MQTT

MODBUS

MigTpymyBaHi pexxumu CepBep, KNieHT

MigTpymyBaHi TMNK

' TCP, RTU(RS232)
3'eflHaHb

3anuTn 610KiB KopUCcTyBaLbkux perictpis MODBUS TCP, wo ynTatoTb i 3anucytoTb dann y

KopucTyBaubki perictpu
prcTyBaLleki p P MapLUpyTM3aTopi, i MOXYTb BUKOPUCTOBYBATUCS A5 PO3LUMpPEeHH: QyHKLin knienTa MODBUS TCP

8-6iT: INT, UINT; 16-6iT: INT, UINT (MSB a60 LSB neptmm); 32-6i: float, INT, UINT (ABCD

MipTpumyBaHi popmaTn gaHux
ATPUMYBaHI popmaTy A (big-endian), DCBA (little-endian), CDAB, BADC), HEX, ASCII

MNepepaBaHHA faHUX Ha cepsep

MpoTokon HTTP(S), MQTT, Azure MQTT

BuTaryBaHHs napamMmeTpiB 3 KiNnbKOX AXepen i pi3HMX NPOTOKONIB Ta HAACWUIaHHSA iX yCiX A0
MepepnaBaHHs AaHWX Ha cepsep O[HOrO CepBepa; KOPUCTYBaLbKM CKpUNTUHT Ha LUA, wo gae 3mory ckpuntam BUKOPUCTOBYBAaTU
dYHKUiIO NepefaBaHHs faHUX Ha cepBep MapLupyTusaTopa

DNP3

MigTpyMmyBaHi pexvumu CraHuis, Outstation

MigTpymyBaHe 3'eAHaHHS TCP, RTU(RS232)

DLMS/COSEM

MigTpumka DLMS DLMS — cTaHpapTHWUI NPOTOKON ANt OOMIHY AaHUMU KOMYHaNbHUX NMiYNIbHUKIB
MigTpumyBaHi pexumm Knient

MNigTpumyBaHi TMNK

, TCP, RTU(RS232)
3 €0HaHb
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API

MigTpumka Web API
Teltonika Networks
(6eTa)

MOoHITOpUHr | KepyBaHHS
WEB Ul

FOTA
SSH

EnektpoHHa nowwTa
TR-069

MQTT

SNMP
JSON-RPC

RMS
Mnatdopmm loT

Cumulocity - Cloud of
Things

Azure 10T Hub

CUCTeMHi XapaKTepUCTUKHU
CPU

RAM

®new-nam'atb
Mpowmeka/kKoH}irypauis
WEB Ul

FOTA

RMS

36epeXXeHHs HanalTyBaHb

CKupaHHs 00 3aBOACBKMX HanawTyBaHb
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Po3wunpTte MOXNNBOCTI NPUCTPOIO, BUKOPUCTOBYIOYM Habip HanawToByBaHUX KiHLEBUX To4oK APl ans oTpuMaHHs abo
3MiHM faHux. [loknagHile AuB. y AOKYMeEHTaLii:
https://developers.teltonika-networks.com

HTTP/HTTPS, cTaH, KoHirypauisi, oHoBneHHs M3, CLI, ycyHeHHsi HecnpaBHOCTEW, Kiflbka CepBepiB XypHanis nogiun,
CMOBILLEHHS NPO AOCTYMNHICTb OHOBMNEHHS NPOLUMBKW, XYPHan MOAiN, CUCTEMHUI XYPHan, XypHan aapa, CTaH IHTepHeTy

OHOBJIEHHS NPOLLMBKM 3 CepBepa, aBTOMaTUYHE CMOBILLEHHS
SSH (v1, v2)
OTpUMaHHS CMNOoBILLEeHb NPO CTaTyC Pi3HUX CEPBICIiB €NEKTPOHHOIO MOLLTOO

OpenACS, EasyCwmp, ACSLite, tGem, LibreACS, GenieACS, FreeACS, LibCWMP, Friendly tech,
AVSystem

Bpokep MQTT, Bugaseub MQTT
SNMP (v1, v2, v3), SNMP Trap, 3axucT Big nepe6opy
API| kepyBaHHs yepe3 HTTP/HTTPS

CucTema BigganeHoro kepyBaHHs Teltonika (RMS)

[103BONSIE MOHITOPWHT: MOZENb MPUCTPOID, PEBI3ia Ta cepinHui Homep, Tun WAN Ta IP. Mae gii
nepesaBaHTaXeHHS Ta OHOBJIEHHS NMPOLLMBKM

Mo>xHa HanawTyBaTh Yyepes Data to Server gns HagcunaHHS BCiX AOCTYMNHMX NapamMmeTpiB A0 XMapu.
Mae niaTpumMKy NpsaMUx MeTofIB, L0 Aa€ 3MOry BUKOHYBaTH BUKIMKM RutOS API Ha loT Hub. Takox
Mae iHTerpauito Plug and Play 3i cnyx6oto Device Provisioning Service, wo 3a6e3nedvye
6e3HaByYanbHe (zero-touch) provisioning npucTpois go loT Hub

Mediatek, 580 MI'y, MIPS 24KEc
128 Mb, DDR2

16 MB, nocnigoBHa ¢new-nam'atb NOR

OHOBEHHSsI NPOLLMBKM 3 panny, nepesipka NPOLUNBKMK Ha cepBepi, Mpodini KoOHPIrypaLii, pesepsHe
KONitoBaHHA KOHOIrypawii

OHOBJIEHHS NPOLLNBKM
OpHOYaCHe OHOBMEHHSI NPOLUMBKW/KOHOIrypaLii 419 KinbKOX NPUCTPOIB
OHOBNEHHS NPOLLMBKMX 6€3 BTpaTK NOTOYHOI KOHIrypaLil

[MoBHe CKMAaHHA 40 3aBOACbKMX HanawTyBaHb BiAHOBIOE BCi CUCTEMHI NapaMeTpu, 30Kpema
IP-agpecy, PIN-kop, i gaHi koprcTyBaya, 40 KOH}Irypauii BUpoGHMKa 3a 3aMOBYYBaHHAM
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OnepaliiHa cuctema
MNiaTpumyBaHi MOBU

3acobu po3pobKu

Mepconanizauyia GPL

MeHepxxep nakeTis

YXuBneHHs

RutOS (OC Linux Ha ocHoBi OpenWrt)
O6onoHka Busybox, Lua, C, C++
MakeT SDK i3 HagaHUM cepefoBuLLEM 36UpPaHHs

By MOXeTe CTBOPUTU BlacHy GipMOBY MPOLUMBKY Ta BE63aCTOCYHOK, 3MIHUBLLM KOMIbOPW, SIOFOTMMN
Ta iHLWi eneMeHTV MPOLLIMBKM BiANOBIAHO A0 NOTPE6 Bac abo BalLUX KIIEHTIB

MeHep,)Kep naketis — ue cny>|<6a ONA BCTaHOBJIEHHA 4040aTKOBOro nporpamMmHoro 3ab6e3rneyeHHs Ha I'IpI/ICTpWI

Pos'em

[Liana3oH BXxigHOI Hanpyru

PoE (nacuBHum)

CroXuBaHa NoTyXHicTb

®i3nyHi iHTepdpencu

3-no3uuinHa 3HiMHa KNemMHa Konofka
9-30 VDC, 3axu1CT Bif, 3BOPOTHOI MOASIPHOCTI, 3aXUCT Bif, CTpUOKiB Hanpyru >31VDC 10us makc.

MacuBHUM POE yepes BinbHi Nnapu. MoXnuBeicTb XuBneHHs yepes nopT LAN1, He cymicHUR 3i
cTaHgapTamu IEEE802.3af, 802.3at Ta 802.3bt, pexxum B, 9-30 B DC

OuikyBaHHs: < TW [/ makc.: < 2 W

Ethernet

CeiTnopiogHi iHomMkaTopu
XKusnenHs

AHTEHM

RS232

CKunpaHHsa

IHWwe

®i3nyHi xapakTepnucTnkmn

2 x noptn RJ45, 10/100 M6iTt/c

1x ceitnogiog tTuny WAN, 1 x ceitnogiog tuny LAN, 1 x cBiTnogioa >XUBNeHHs

1 X 3-KOHTaKTHUM PO3'EM XUBNEHHS

1x RP-SMA gna Wi-Fi

1x po3s'em DB9

KHomMKa nepe3aBaHTaXKeHHs/CKUAaHHSA [0 KOPUCTYBaLbKWX HanalTyBaHb/CKUAAHHS A0 3aBOACHKUX HanalTyBaHb

1 x 3a3eMntoBanbHUN FBUHT

MaTtepian kopnycy

Po3mipu (LU x B xT)
Bara

BapiaHTu MoHTaxy

YMoBu ekcnnyaTauii

AHOOBaHWIN antoMiHIEBUI Kopnyc i naHeni
113.10 x 25 x 68.6 mm
149.2 g

B6ynoBaHui KpoHLwTenH DIN-peiku; HacTiHHe Ta NIoCKe MOHTYBaHHS (MOTpiGeH [,04aTKOBUIA KOMMEKT)

Po6oua TemnepaTtypa
Po6oua Bosnorictb

CTyniHb 3axuUcTy
(IP)

-40°C po75°C

Big 10% o 90%, 6e3 KoHAeHcauii

IP30

ABTopcbke npaso © 2026, UAB TELTONIKA NETWORKS.

XapaKkTepucTuku Ta iHbopmalis, HaBeAeHi B LbOMY AOKYMEHTi, MOXyTb 6yTu 3miHeHi UAB TELTONIKA NETWORKS 6e3 nonepefHboro noBifoMMIEHHS. 7



K rELTONIKA

CepTudikauis

RUT142 | TexHiuHi xapakTepucTukm v1.06 |
2026-09-24

EMEA

APAC

AMEPVKA

IHLE

BE3MEKA 1
OOBKINSA
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RUT142 UKCA
RUT142 RoHS
RUT142 REACH
RUT142 Kenya
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RUT142 ANRT
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RUT142 FCC
RUT142 IC(ISED)

RUT142 CB Scheme

RUT142 WEEE
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AnapaTHe 3a6e3neyeHHs

FRONT VIEW
RS232 interface LAN port ~ WAN port
= O000O0 = =
o
% T T g T § T
© *
Power LED LAN LED WAN LED
Reset button Wi-Fi antenna connector
(RP-SMA female)
BACK VIEW

Integrated DIN rail
bracket

© | ? ©

PO3'€M XUBJIEHHA

VIN Chassis
[} LN — o
o6l
+ T +
I
GND Grounding

screw
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3amMoBneHHs
CTaHpapTHUM KOMMNNEeKT*

RUTI42

RUT142 KOPOTKWW MOCIBHMK 3-KOHTAKTHUM
PO3'EM

XUBJIEHHA

*BMICT CTaHOAPTHOro KOMIMIEKTY MOXe Bifpi3HATUCA 3aNeXHO Bifl CTaHOAPTHUX KOAIB 3aMOBJIEHHS.

LoknagHiwy iHpopmaLito Npo BCi 4OCTYMNHI BapiaHTH

— 6yAb Nacka, 3B'AXIiTbCA 3 HAMU 6€3M0CePeaHbO.
yMakoBKU
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K TELTONIKA 2026-09-24

KnacudikauinHi kogu
HS Code: 851762
HTS: .00

LoknagHiwy iHpopmaLito Npo BCi 4OCTYMNHI BapiaHTH

— 6yAb Nlacka, 3B'AXIiTbCA 3 HAMU 6e3M0CePEeHbO.
YNaKoBKM —

LocTynHi Bepcii
Bepcis anapaTHoro 3a6e3sneyeHHs [ligTpumyBaHi yacToTn CTaHpapTHUI Ko 3aMOBJeHHs [/ BMicT komnnekTty

RUT142 Qx**** N/A RUT142000000 / CtaHgapTHa KomMnnekTauisa

LoknagHiwy iHpopmaLito Npo BCi 4OCTYNHI BapiaHTH

— 6yAb Nacka, 3B'AXIiTbCA 3 HAMK 6€3M0CEePEeaHbO.
yMakoBKU

RUT142 npocTopoBi BUMiptoBaHHSA
LOocTtynHi Bepcii

Poamipu kopnycy (W x  113.10 x 25 x 68.6 mm
BxTI)

Kopo6ka (L x B x T): 141x 74.5 x 28.2 mm

ABTopcbke npaeo © 2026, UAB TELTONIKA NETWORKS.
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TOP VIEW

Ha puCyHKy HUX4e NoKa3aHo Po3Mipu NPUCTPOIO Ta MOro KOMMOHEHTIB, SKLLO AUBUTUCS 3ropu:

68.60

-

0062

-

LEFT VIEW

Ha pUCyHKy HMXUe MoKa3aHO PO3Mipu MPUCTPO Ta MOro KOMMOHEHTIB 3 JTIBOro 60Ky:

1578

A0 | |

FRONT VIEW

Ha p1CyHKY HMX4Ye MoKasaHOo PO3Mipu NPUCTPOD Ta MOro KOMIMOHEHTIB, AKLLO AMBUTUCA 3 6OKY NepefHbol NaHeni:

15.78
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REAR VIEW

Ha p1CyHKY HUXYe NokasaHo PO3Mipu NPUCTPORD Ta MOro KOMMOHEHTIB, AKLLO AUBUTUCS 3 6OKY 3afHbOI NaHeni:

1310

15.18
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¢

-

®)
0052

©

©

BAMOI'1 A0 MICUA A1 MOHTAXY

Ha pUCyHKy HUXYe MoKa3aHo NPUBAN3HI PO3MipK NPUCTPOIO 3 Mig'egHAHUMU KaBensMy Ta aHTEHaMU:

145.00
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